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Pretty-print [_
{"Status":0,"TC":false,"RD":true, "RA":true, "AD": false, "CD":false, "Question":[{"name":"letsencrypt.org.","type":1}], "Answer"

[{"name":"letsencrypt.org.","type":1,"TTL":71,"data":"98.84.224.111"},
{"name":"letsencrypt.org.","type":1,"TTL":71,"data":"18.208.88.157"}], "Comment": "Response from 172.64.33.219."}
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BASH

nslookup -type=NS my-trade-demo.com
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« B317 REWDI ‘MK (-s REMRC, -| REKER) . BHF server: —17: cloudflare — B84k
D; nginx / Apache — B&£% AZ{ B; Microsoft-IIS — E&RZEF; I x-shopify F#¥ — Shopify (&L
E) »

) EE FEHRIA EENR”
TIEMRELL, FHRFENZEENERNR: RSE SSH. FEEIR. cPanel. Cloudflare KS. &1
B S R — /L1 MIRXEHERIGABTFE, HiLtIRS, HBERMIIA—TFERSHIR. FEE
IS, BRFRAASIRIXE,



$15E EMFEIR: 10 25EE SSL Wik SSLIERREEBTEERE (NEMR)

F1E

HAlENi8: 10 o8hE1E SSL

| 1.1SSL/HTTPS BIEEH4

- HTTP: WubMinZZEeHEN @A , GFRER, HENAIMEER. BN

« HTTPS: HTTPNENNE (SR Secure) , KIBERH#HIBUH ARIRANRIRIEE,

+ SSLIEH (MFERA LM TLSIEH, ARIMGRMOSSL) © Wissy “BFEWHIR . JEBRETHIA “IRiAEE
WEEX WL, MEEEELME" .

HTTP M1 HTTPS X5 (—KEIEE)

http:// RIS : WESRRIEAHLE. B
@ BHNTRAGHME  =-mmmmmmmm oo oo oo ™ (RBIRIsAR S 58

https:// & RBEWKF AR

= {REIMEARSS 28

O BRESHUT SSLIES (BUHART) @ MKt SRIUFIE? MEWEL? K3l @ =] +iEH (RE)
iEid > BRRLENT

9 BHPEREINSIER
FERELTEE
TEE B3 HTTP 5 HTTPS X35!
HRIRATH— hitps PSR, S EENKH =S
€) IHEFREBEEMMM (CA, Certificate Authority, JEBIMEHM) FHH9?
© rELSHEENIRERNERE I RREL?
© irvEREEE

ZhEES, it RRIERN ‘Re” KT, AA—IREd, sEll e’ HBnIets,

| 1.2 BHABBHRBET “FRL”

STeated)

{RE I BETRENR b

iR
HUHEEMEE “FRE” , WiItE http:// RACZINEF, HETEEHRBIBEEZE https HEA~IF +
FFsk %1017
BAGEE “CHNEETSAEEE , R  EB3fT &R ) % 10.3 T ED
NET: :ERR CERT DATE INVALID 44
BoiEd, g EPEAEZFMAFRALE (FRBEPBRE www , /0 $F12EF
NET::ERR_CERT COMMON_NAME_INVALID HZ AT www B9)
BoEL, G EPBFARZEENEEN (BERIED. WENED, HE  H7. 12F
NET::ERR CERT AUTHORITY INVALID Cloudflare JRIEPEZAIHFERT)
WMLEZ https, BT “FRE” HE7ER RAAZE: MARKXRSIAT http:// WEE. B4 %102 %
ENTRN

TE=KSESLNY2E (Chrome 154 XAR) BHHEF:



$15E EMFEIR: 10 25EE SSL Wik SSLIERREEBTEERE (NEMR)

v @ MyTrade Co. BRIMNEIL x +

C A F%% my-trade-demo.com w ] ®

MY TRADE CO., LTD.

Quality Industrial Valves Since 2008 - j&RiAs (A15EIEI0IFE)

HEI#E B4 RAIEBR http Mih: MUEER “FRe” (LERIMRERER)

v RRREHR x o+

(6] © T%% bitps//expired.my-trade-demo.com hx¢ o3 ®

A

TRNEEARTA R &
KHETTRESIKEM expired.my-trade-demo.com HEEHIES (Flin: 2. EEH
EAFER). BATRIES

NET::ERR_CERT_DATE_INVALID

Q FEMBREP, FZ chrome MRBEIIRLHR

ot
=]

HI#E  [ES5 FBEHI: NET:ERR_CERT DATE_INVALID (SEIGIFIE: FI—ik B dHARYNAEBEM)

v ERRIREHR x  +

C O T&%% hips//wrong.host.badssl.com hx¢ o3 ®

A

TANEREARTAE &
HHE A RERIEM wrong.host.badssl.com HFEUEREE (fli: =B, HEAER
FER), BATRIEES

NET::ERR_CERT_COMMON_NAME_INVALID

Q HARMBARR, FZ chrome HRSRIIRLHF

[T}
s

HIHE E6 EHEBEXAL: NET:ERR_CERT_COMMON_NAME_INVALID (AFFMistih wrong.host.badssl.com)



$15E EMFEIR: 10 25EE SSL

|\ EE 2026 FiEg, &F HTTPS WARAMEKXT

Wuh SSLIEPREINETEERE (NAR)

Google E/AE7: M Chrome 154 (2026 £ 10 B) 4, RIAFRE “BEAFRREER —RHFPE—XIA
A—N&E  HTTPS BIRHEMILEY, Chrome RFHHES. IEREEAITH CGRE: Google R2EE
2025-10-28) . FFHPERMLERYE, XBKEBIMEROIEETERZIRN ™ R Z BT HITE,

| 1.3 BWpLeRETH

REITPKR =ita

Let's Encrypt EEFVIN ISRGIZE, £IKGEANHREE CA

ZeroSSL A A EIRENRER: Ml EFaiEiERE 3 K
90 RiIE#; F ACME Bapfbt TERIBERIRHE

Cloudflare s@FAiEH & ZEN Cloudflare EEIAIFRIRAZIES, Boh
488

Cloudflare JFiEH HETF “Cloudflare < {RHIARSE 2 X—E&, NI

(Origin CA) BHIEEEEE
F1#£ LiteSSL. cPanel mIRAENEMGEEZE DV IEH
AutoSSL (Sectigo) &
_i“ Let’s Encrypt Documentation GetHelp Blog Donate v  About Us v

Encryption for
Everybody

A nonprofit providing free TLS certificates
to more than 405M websites.

Get Started

Explore our work to improve security and privacy

Our 2025 Annual Report highlights the progress we've made toward a better Internet.
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BAER(G)  FAEED)

MEHER
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B
purA=E:] 2026795 4BEH#F 07:34:32
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HEZ#EE B 10 ChromellBEER: MAMNR. MikE. BXH

¢ ML —EEMX R
https://{RESE « https://www. fRESHE « http://{RESEHZ « http://www. fRESEE o BIRRIZERIE
2, EMNRZBEsHkEES https, FHEWITH—R (FANRKEEIHIEPEERAEHUR)

| 2.2 A SSL Labs 724181l (RLE)
SSL Labs 2 Qualys 2B R ETZCNTE, FAEM.
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© 7 Hostname IEZWAIRIEIE (R4 https://) , & Submit,
6 MRFEIULEREMEAFER, D% “Do not show the results on the boards”
O 1398, BEIFH: A A+FR; BUAR; HIT GEBRSEM 5 F BALE,

Home Projects Qualys Free Trial Contact

@ Qualys. ssi Labs

You are here: Home > Projects > SSL Server Test

SSL Server Test

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never
will.

Hostname: Il ” Submit|

(2 Do not show the results on the boards

Recently Seen

Recent Best

Recent Worst

www.opswat.com support.mindbodyonline.com mtSlive.zarvistacapitalmarke ... T
rioturcatamaranes.dinamikadi .. chhabra-pharmaceuticals.web. . coronavirus.utah.edu T
chronos.omni.pro io-learn-lives.pages.dev myvaughncharter.com T
bronzino.eu nezavisne.com featured.akamaipoc.baywsf.co .. T
moonshot-voting.network blog-en-coinwallet.pages.dev fylin.chipnet-tech.com F
lachance.com.ar mainecooneuk.com url450.benefitsolver.com T

HZ#HE B 11 SSLLabs MEDR

Home Projects Qualys Free Trial Contact
Qualys. ssL Labs

SSL Report: Ietsencry_pt.org (13.52.188.95)

8:32:29 UTC | HIDDEN | Clear cache

Assessed on: Sat, 10 Oct

Scan Another »

Summary

)verall Rating

Certificate
Protocol Support

Key Exchange

Cipher Strength

Visit our page for more

guides, and books. Known issues are documented here.

This site works only in browsers with SNI support.

‘ This server supports TLS 1.3. MORE INFO » ‘

This server does not support PQC (Post-Quantum Cryptography) key exchange.

‘ HTTP Strict Transport Security (HSTS) with long duration deployed on this server. MORE INFO » ‘

HIHE 12 SSL Labs #&M£E8RRM: letsencrypt.org 318 A+ (2026-10-10)

23 AmPRE (LREZSE—THA)

BASH

curl -vI https://letsencrypt.org 2>&1 | grep -E "subject|date|issuer|verify|HTTP/"
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EERRERE. curl 22— “TNEis ; v BEREATE (8FEPRER) 5 -1 REmmESk; 2>81 |
grep ... BIEFNIFZOBLIT GEPBEME. EIEHER. MAE. RELER) HHFK, 3 letsencrypt.org IR
AUt BN Al

o0 REY FE SRR S5 25

curl -vI https://letsencrypt.org 2>&1 | grep -E "subject|date|issuer|verify|HTTP/"
ALPN: curl offers h2,http/1.1
TLSv1.3 (OUT), TLS handshake, Client hello (1):
TLSv1.3 (IN), TLS handshake, Server hello (2):
TLSv1.3 (IN), TLS change cipher, Change cipher spec (1)
TLSv1.3 (IN), TLS handshake, Encrypted Extensions (8)
TLSv1.3 (IN), TLS handshake, Certificate (11)
TLSv1.3 (IN), TLS handshake, CERT verify (15):
TLSv1.3 (IN), TLS handshake, Finished (20):
TLSv1.3 (OUT), TLS change cipher, Change cipher spec (1):
TLSv1.3 (OUT), TLS handshake, Finished (20):

SSL connection using TLSv1.3 / TLS AES 128 GCM SHA256 / x25519 / id-ecPublicKey
ALPN: server accepted h2

Server certificate:

subject: CN=letsencrypt.org

start date: Sep 4 14:34:32 2026 GMT

expire date: Dec 3 14:34:31 2026 GMT

issuer: C=US; O=Let's Encrypt; CN=YE2

SSL certificate verify ok.
TLSv1.3 (IN), TLS handshake, Newsession Ticket (4):
HTTP/2 200

3
3
3
3
3
3
3
3

$
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*

A

HRE 7Y | A curl EREEMIGHIES (2026-10-10 S2)

HE&<mE | B 13 curl BEIEH: subject (k4A#) . start/expire date GE2ELEEHA) . issuer GEALM) . verify ok (&
103E3d)

BASH

echo | openssl s client -connect letsencrypt.org:443 -servername letsencrypt.org 2>/dev/null \
| openssl x509 -noout -subject -issuer -dates

BERREFE. openssl s client f&NISNEE—HEEIZEMIEAY 443 IOFEEREH; -servername SiFIRSBIFENZE
WMEE (—EREZB/EES ML) ; £ openssl x509 IEPRBENZRARLETENE; notAfter FHEE
HAAYiE) (GMT BYja], dLEBiEIZENN 8 /MeY) o

o0 RE BN SR AR SS 25

$ echo | openssl s_client -connect letsencrypt.org:443 -servername letsencrypt.org 2>/dev/null \
| openssl x509 -noout -subject -issuer -dates

subject=CN=1letsencrypt.org

issuer=C=US, O=Let's Encrypt, CN=YE2

notBefore=Sep 4 14:34:32 2026 GMT

notAfter=Dec 3 14:34:31 2026 GMT

$ curl -sI https://expired.badssl.com

curl: (60) SSL certificate problem: certificate has expired

HEETHE | £ EFER; T SHBEBMRE (2026-10-10 S

HExsdmit | B 14 openss| BRI, TARIHREHIEBMLEE curl BIREE

(158 BELERELR
SEIER: K5, BEBEIFE 10.3 HHIASEHIEIR, AR HEHEE 3 &, Mo BHFEANRIREE

e
To

— 14—



3T BFRIAAES: B Wik SSLIERREEBTEERE (NEMR)

$B3=F

EhFRIRES . FeEH

REAKY, FRANFZKIES, MERNMRFFLHAR, TH7IRESPRE “REFL , BOH.

| 3.1FieEs (GTABEFE)

# 1BED; ELE BRtRE FEREAT

1 B ARRE  nslookup fREGEHE , B¢ SRV IP = {REUBRSSBAK 1P E| DNS [FE1E A IS REARARSS2E 1P, F 10
mARSS 2% dns.google & type=A (zEEHIaRaET) IH~24 NETER

2 www HBEE nslookup www.fREVIEEZ Bt (HEEEEEHZH #—% www B AIZREL CNAME 2R
T CNAME)

3 RBHERD dns.google & type=AAAA REER, ERSB/EEN MipRIEMIRARSS28HT AAAA (IPV6) 12
AAAA TER IPv6 sttt — X BIEIERM IR R T

4 80 IHOISMNN ES—all/FINRE T BEFTHFMITT (MPIRRIRIAIGE W 3.2 FATIRO
AJIK http://{RE9ER Ti. 403 )

5 443 mOFFRK curl -vI https://fFREEE BB TLSEFIRE (BMEIE W32%

BirE)
6 &BCAAIER dns.google & type=CAA BEER, HEE it DNS BIEGN—5 1F letsencrypt.org
izE=] letsencrypt.org B CAA IR M=IHiER
7T HEKXMERS RRGEAT/ SERIEEER BERE, HRSHETES 3475

HEER

¢ st BiFA: AigR. CNAME, CAA

ABR: “HE — IPv4 il BUMRAR, AAAABR: “EiE — IPve il . CNAME: “XMEE = 55—
™R BB, CAA BR: ME “RAEMEIEBIEAILARIEALIER NERE; REXFIERMAR
AR AT LLo

| 3.25%4780/443 #%0O: FEITHER
“RSHENHOEHE]): = HITHEEN “RLEA”™ (GIXKD) , MRS[BEAKEN “BHAE (EBXRID o
FRIBERE AT TCP 80 A 443,
F—iE): zR2E (ERTEHIER)
G BREIEHE, HEMRIARS2EEG,
o FIEZR ECS: EHI#E - REAH — BEEMN — N7GE — Fahiim,;
o Bz CVM: 36l > B2 — ECERN — NEERN — FHRN; 22N ARSEE: L6 - BHAE - R
hn#Rmy ;
o AWS EC2: 325l — Security — &£ 4H — Editinbound rules — Add rule (ZE&!5%EHTTP. HTTPS)

€ FNFESMA: Y TCP, HO80, IR 0.0.0.0/0 ; MY TCP, B 443, KT 0.0.0.0/0
© = —RIEEN



3T BFRIAAES: B Wik SSLIERREEBTEERE (NEMR)

000 = miEHla (MUMEZR ECS )

RS ECS > MESRE > REM BREMN > ANKR

B CVM: 28 — BN > NI5MN; FENARSEE: SLF - BiAdE —» AMA; AWS EC2: Security Groups — Edit inbound rules

FEHARN [ AR

RN i HOEE BIHR CRIF) Ei::pud

( i TCP 80 0.0.0.0/0 HTTP GEBRIEER) )
R TCP 443 0.0.0.0/0 HTTPS (Mi&ihiRIEA)

‘ R TCP 22 fRE9INAR 1P/32 SSH (BRIUFRHIKIR)

TEE, URRRENE

TEE 15 =REHRFMN 80/443 NAREMN (UFAMEZ ECS A, RERFRLUKIRZHI Q)

FTE): RZEBAE (A%S)

20 root@server: ~

— Ubuntu / Debian (ufw PHA3E) —

sudo ufw status

sudo ufw allow 80/tcp

sudo ufw allow 443/tcp

MRAT Nginx MAEE, WALL: sudo ufw allow 'Nginx Full'

— Cent0S / Rocky / AlmaLinux (firewalld) —
sudo firewall-cmd --permanent --add-service=http
sudo firewall-cmd --permanent --add-service=https
sudo firewall-cmd --reload

success

wmeERE ((HEITEE) RGBT & “ReE” BMEl), MEBERIT80M 443,

BeEE 16 Ubuntu/Debian B ufw, CentOS/Rocky A firewalld

BASH

sudo ufw status

sudo ufw allow 80/tcp
sudo ufw allow 443/tcp

FITHRRR: B 1178E ufw BHAIEIRES, IR ETR Status: inactive (GRBA) , NEAXE|IARMFASE, EHIT
BILARME; % 2. 3179 BUR4T 80 #1443, CentOS /Rocky / AlmaLinux FB:

BASH

sudo firewall-cmd --permanent --add-service=http

sudo firewall-cmd --permanent --add-service=https
sudo firewall-cmd --reload

--permanent RINERGEKAEY, --reload HIEEG EER, FE success BIE,

—16—
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) EE AUE 22 ROt R
SSH Y 22 1s 0, BINFEREABZRIARIFRDAZER IP 58], 1IT 80/443 BUTM, MAT 22 taFiB ARZ-

| 3.3 DNS £ EEHia

P27 DNS igRE( NS /5, £it5#Y DNS BRSBFEEME “BF” , BE/LOHEVNEN, RKAX 48 /N, HEE
BEX: A dns.google E (EEMNERIKAL DNSHER) , BEHAY IP BERIBIES, LS “WIERW .

| 3.4 hEAMIRSES ICP &R (FEHH)

- BEINME, ERENEIREXREIRSS2E. XIMREMILARSS, Mk TTR ICP &, UMERNA, HEHEL
XHEER: REMESEXZNEAEAEIMESPERMARS S, SWENRSIRFHBEMILER, Bt E
BEWHER.

* #FEEREY, Let's Encrypt B HTTP IIEBEIARTIREIMG, RN “TIERW / EZEBA [ REERERIT -

- FI DNS IIERI AR ENES, (Bt SRAWAL — I BRAR T &XRRE, BAREZHERT,

- RSBERI (BFB) WFREICP &X. HNEANETEEMABINEF, RERATAKMARINRSE.

- BRAN RSHEWE” BX, M EBEWHEY X

L %ieA FHHEEGRA
BRENRERE. HRUIESMRNE BRAMENE. FEERNRAE SIEBIIERNX R,

—17—



HBAE BELE A Linux =hRZ5288 + Certbot (Nginx / Apache) Wik SSLIEPREIETSIEE (NER)

B%%% A: Linux =HRS323% + Certbot (Nginx /Apache)

EE: FHFEAAREER SSH &R Linux ARSS28 (B sudo IXPR) , MILLEIZE Nginx 3¢ Apache £, FBY: 15~30 %9
o

Certbot 2 EFF (BFRiMESS, ZEIFEFAL) FELNRETR, sEEMHAE Let's Encrypt iEB. BEhKGF
Nginx/Apache Bt E&. Bnh4iHl, EALTEMST: https://certbot.eff.org/instructions o

Wc‘ertbot

certbot instructions about certbot contribute to certbot hosting providers with https get help donate

certbot instructions

My HTTP website is running C___ %~ ) on (__twem )

Help, I'm not sure!

Nginx on Linux (snap)

default wildcard

to use certbot, you'll need...

HIHEA 17 Certbot EAFZEMAS (&#E Nginx + Linux (snap))

418 0% ERIRSH

G Windows BB : FTH “Windows &i” 8 “PowerShell” (Windows 10/11 B# ssh <) ; Mac AP T
F “Riw” » WAILA= @aMREHEEN “mi2i%EE / Workbench /VNC”

Q W (B IP A IRAIARSS 2R IP, 18 root MERIFEIAFR) !

BASH

ssh root@47.xx.xx.Xx

e E—REEXIA Are you sure you want to continue connecting (yes/no)? , AN yes [EIZ,
O H)\TR GANREFRETEAFH, KBERN) , BF
a EFZFEM root@server:~# BY ubuntu@server:~$ BURTRAT, HBAEZRAMIN.

¢ L FEHRIARFRTIR

BN cat /etc/os-release BHHRH (Ubuntu / Debian / CentOS / Rocky) o 3N nginx -v #1 apache2
-v (CentOS £ httpd -v ) BRNEW MG —HEEE RS LR
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4.2 1% EnEEHRHIAMIGEER http 17

BASH

sudo cp -a /etc/nginx /root/nginx-backup-$(date +%F)

sudo nginx -t
curl -sI http://example.com | head -1

BATHRERE

€ BN BEEREH—HE /root/ , XHXEHSKEM (KB FLURIENIE) o Apache IR
sudo cp -a /etc/apache2 /root/apache2-backup-$(date +%F) (CentOSZE /etc/httpd) o

a KEYEREIE R, WEE syntax is ok # test is successful o

© iAmis http BEiIA, HEE HTTP/1.1 200 0K (3301/403) o

( N J root@server: ~

$ sudo nginx -t

nginx: the configuration file /etc/nginx/nginx.conf syntax is ok
nginx: configuration file /etc/nginx/nginx.conf test is successful

HEa{Thith | e Ngink BBEB/E, A nginx tIREEE (ASHH)

HEa<il 18 nginx -t EEL

| EE RERESMEHS
Certbot SFEEREXMHEM server name (Nginx) @ ServerName / ServerAlias (Apache) ¥EREIM
i, B8 grep -R ‘"server name" /etc/nginx/ FB—R, #NEBRIRERIFRVHE, FIE0 server name

example.com www.example.com; o

435 2% . R Certbot

FiE— (ERHE) : snap RE

BASH

sudo apt-get remove certbot

sudo snap install --classic certbot
sudo ln -s /snap/bin/certbot /usr/local/bin/certbot

BATHRRE:
€) SEMIERGEALAATMNIAL certbot CRERTRIBR REL , BER) .
© Fsnap (Ubuntu BHEREREE) RERHHR Certbot. --classic EEHERNEH

6 B2— “RER , LRTEEAt S EREEERN certbot o WIRIRT File exists , RABLEHET, &
BEEN A,



HBAE BELE A Linux =hRZ5288 + Certbot (Nginx / Apache) Wik SSLIEPREIETSIEE (NER)

[[1]35E8 Debian k%3 snapd
Ubuntu ZRIAH snap. Debian EEHLIZTT sudo apt update & sudo apt install snapd , #AfF sudo
snap install core , BHITLEMNGS,

FiEZ: BRGUHER (apt/dnf) RE

BASH

sudo apt update
sudo apt install certbot python3-certbot-nginx

Apache BFPIEBE —1TH#tM sudo apt install certbot python3-certbot-apache o ZRFRIVkRZASAHELL snap [H
—L, BRFER. AFEEwEMEH. KNEmNLKIFE (Debian  13) AMNMEXMA, EEMNE  Certbot
4.0.00

CentOS / RHEL / Rocky / AlmaLinux

BASH

sudo dnf install epel-release
sudo dnf install certbot python3-certbot-nginx

FITHERE: %8 117/2H EPEL (Fedora #tX4EPRIY BIRMHIR, certbot TEXEM) ; % 2 7% Certbot #1 Nginx 1
%, Apache (TEXLERZEN httpd) P %E python3-certbot-apache mod ssl o EH CentOS 7 B yum X
2 dnf (CentOST7BELLLER, BINREAERERSR)

4.4 F3Y. —FHTHRBFHREIER (Nginx)

BASH

sudo certbot --nginx -d example.com -d www.example.com

EERARRR: --nginx TR ‘A Nginx flfh: B+ BNEE” ; 81 -d EEE—MIER, BEEH www &
EE ({ example.com ERIRAVIRSZ) o

BRBITRIENRILNRE:

€ cEnter email address : W—EMBEE (AFEZE; Let's Encrypt ERBREMIRE) .

a Please read the Terms of Service ... (Y)es/(N)o : BN Y FEERSEF.
e Would you be willing ... to share your email address with the EFF : @&1Ji% EFF #iE, Y =X
N #BA L

QO =6510B, B TEXHNEHIRNT
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root@server: ~ (32303F1% Debian 13 / Certbot 4.0.0)

$ sudo certbot --nginx -d example.com -d www.example.com \
--email admin@example.com --agree-tos --no-eff-email

Saving debug log to /var/log/letsencrypt/letsencrypt.log

Account registered.

Requesting a certificate for example.com and www.example.com

Successfully received certificate.

Certificate is saved at: /etc/letsencrypt/live/example.com/fullchain.pem

Key is saved at: /etc/letsencrypt/live/example.com/privkey.pem

This certificate expires on 2027-01-08.

These files will be updated when the certificate renews.

Certbot has set up a scheduled task to automatically renew this certificate in the background.

Deploying certificate

Successfully deployed certificate for example.com to /etc/nginx/sites-enabled/example.com

Successfully deployed certificate for www.example.com to /etc/nginx/sites-enabled/example.com
Congratulations! You have successfully enabled HTTPS on https://example.com and https://www.example.com

If you like Certbot, please consider supporting our work by:
* Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
* Donating to EFF: https://eff.org/donate-1le

HE&$He | B 19 certbot --nginx BINEIEHEBEILH

RELZEFIRIXRF:
+ Successfully received certificate. : JEREFT;
+ This certificate expires on ... : EH#IH (£990 XKR) ;
+ Certbot has set up a scheduled task to automatically renew : B EhiEHRE ZeHE;
+ Congratulations! You have successfully enabled HTTPS : B&ZBEER] Nginxo

Certbot BEpEX TIREI Nginx BE& : 17T 443 i OFIEBEEE, FHIE 80 ixOAJIAIE 301 Bk#EE| https, & # managed
by Certbot EY{TRLERENMAY:

[ ] root@server:

$ sudo cat /etc/nginx/sites-enabled/example.com
server {
server name example.com www.example.com;
root /var/www/example.com
index index.html;

listen 443 ssl; # managed by Certbot

ssl certificate /etc/letsencrypt/live/example.com/fullchain.pem; # managed by Certbot
ssl certificate key /etc/letsencrypt/live/example.com/privkey.pem; # managed by Certbot
include /etc/letsencrypt/options-ssl-nginx.conf; # managed by Certbot

ss1_dhparam /etc/letsencrypt/ssl-dhparams.pem; # managed by Certbot

}
server {
if ($host = www.example.com) {

return 301 https://$host$request_uri;
} # managed by Certbot

if ($host = example.com) {
return 301 https://$host$request_uri;
} # managed by Certbot

listen 80;
server_name example.com www.example.com;
return 404; # managed by Certbot

ELE Tl | Certbot BEKNE/EM Nginx BBE (BEXHAZE). # “# managed by Certbot” MTEREME.

HIG St 20 Certbot &4/ Nginx EC& {4

— 21—
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g st HEBRCMERE?
A sudo certbot certonly --nginx -d example.com -d www.example.com RERFIEH. FHEE. iE
B7E /etc/letsencrypt/live/example.com/fullchain.pem , FA$ATE /etc/letsencrypt/live/

example.com/privkey.pem , £ Nginx B93EE] ssl certificate F ssl certificate key . FAfAX
HFRERLERA.

4.5 Apache FF

BASH

sudo certbot --apache -d example.com -d www.example.com

M Nginx Z2—#, RIZIB --nginx 2R --apache . Certbot KFE—1 -le-ssl.conf HERMECEX M, FmM
yFEkEE, SEREIRE:

BASH

sudo apachectl configtest

[EZE| Syntax 0K, CentOS LR mod ssl HEXEEIR, 5 sudo dnf install mod ssl BEI,

4.6 ;%R webroot BT
MERIRAIMIEE Docker. Node.js F45%55H, Certbot #EHRFIAR T, AILIA webroot (WIGEER) Axl:

BASH

sudo certbot certonly --webroot -w /var/www/html -d example.com -d www.example.com

W EEEMIESXEFREE R, Certbot SEHMA  .well-known/acme-challenge/ H—MEEXHE, Let's
Encrypt i@id http://fRE9E%&/ . well-known/acme-challenge/. .. IEENERMIAFIZEFIZIEZ, ZZLEREE
FENECE IR TR £,

22—
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Languages

K Let’s Encrypt Documentation GetHelp Blog Donate v About Us v

Challenge Types

Last updated: February 12, 2026

When you get a certificate from Let's Encrypt, our servers validate that you control the domain names in that certificate
using “challenges,” as defined by the ACME standard. Most of the time, this validation is handled automatically by your
ACME client, but if you need to make some more complex configuration decisions, it's useful to know more about them. If
you're unsure, go with your client’s defaults or with HTTP-01.

HTTP-01 challenge

This is the most common challenge type today. Let's Encrypt gives a token to your ACME client, and your ACME client puts a
file on your web server at http://<YOUR_DOMAIN>/.well-known/acme-challenge/<TOKEN> . That file contains the
token, plus a thumbprint of your account key. Once your ACME client tells Let's Encrypt that the file is ready, Let's Encrypt
tries retrieving it (potentially multiple times from multiple vantage points). If our validation checks get the right responses
from your web server, the validation is considered successful and you can go on to issue your certificate. If the validation
checks fail, you'll have to try again with a new certificate.

Our implementation of the HTTP-01 challenge follows redirects, up to 10 redirects deep. It only accepts redirects to “http:” or
“https:”, and only to ports 80 or 443. When redirected to an HTTPS URL, it does not validate certificates (since this challenge
is intended to bootstrap valid certificates, it may encounter self-signed or expired certificates along the way).

The HTTP-01 challenge can only be done on port 80. Allowing clients to specify arbitrary ports would make the challenge

Innn anniiea and an it in nat allaiiad hetha ACKE abandard

HZHE B 21 Let'sEncrypt EANXE “IOiEAT (Challenge Types) ” BTim, 7743 HTTP-01 5 DNS-01

4.7 BIERMAR A 44

TEHEREHHEXE 80 O MR EERIEIEBRES . &3 Type: connection

connection refused / Timeout , #AZE Let's Encrypt ER_L{RRY 80 imOl:

[ root@server: ~

$ sudo certbot certonly --webroot -w /var/www/example.com -d shop.example.com
Saving debug log to /var/log/letsencrypt/letsencrypt.log
Requesting a certificate for shop.example.com

Certbot failed to authenticate some domains (authenticator: webroot). The Certificate Authority reported these pro
blems:

Domain: shop.example.com

Type: connection

Detail: Get "http://shop.example.com:80/.well-known/acme-challenge/joauYjVZgxAcSZXvCgflwaNkHMm77PGeRrkZx14unOc":
dial tcp 127.0.0.1:80: connect: connection refused

Hint: The Certificate Authority failed to download the temporary challenge files created by Certbot. Ensure that t
he listed domains serve their content from the provided --webroot-path/-w and that files created there can be down
loaded from the internet.

Some challenges have failed.
Ask for help or search for solutions at https://community.letsencrypt.org. See the logfile /var/log/letsencrypt/le
tsencrypt.log or re-run Certbot with -v for more details.

HIG Sl 22 FIERI: Let's Encrypt Fo34i518] 80 ik

faith EAYX 5 BR HV))

Type: connection + Timeout 80 IR OW L 2/ M NIEH(E $£3.21

Type: connection + connection HMRSZES&EIZEFTE 80 IwmH _EiBlT BEh Nginx/Apache: sudo systemctl
refused start nginx

Type: dns + NXDOMAIN EE Sy F31FHE 1~

Wik SSLIERREEBTEERE (NEMR)

Gl
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it BAYXFEE =4 Bah
Type: unauthorized + 404 FNFNFBXERSER, AMILEE  RE A/AAAAIRR. (ERSHN
B /BkER A
too many failed KMORB AR ZWENRE (A—ig&s  EF—/08d, ZHERR, a0 --dry-run
authorizations INEY 5 0R) Mt

) EE ARSI

Let's Encrypt BRERRH]: F—AIFE 7 KARZEKR 5 X; E—MARWIEERKE/ NETRZ 5 R, HERR
BY, E&<EM --dry-run (,\ﬁf\\ REEZXR) o --test-cert (BAMIHIRSE2S) o

4.8 4% HiIABTNEHT

BASH

sudo certbot renew --dry-run
sudo certbot certificates

B 117 “BEHRESH | FSEIESRIER, REESHIRIZEEREEE, BF Congratulations, all simulated
renewals succeeded EHIE B B 21T HAHFAEIE BRI KE

([ root@server: ~

$ sudo certbot renew --dry-run
Saving debug log to /var/log/letsencrypt/letsencrypt.log

Congratulations, all simulated renewals succeeded:
/etc/letsencrypt/live/example.com/fullchain.pem (success)

e

BExiEiThit] | SOGSHARIEE T (B, SRIFEEEAMNIE CA)

HEX&<SHE | B 23 certbot renew --dry-run B4R 4 AR TN

—24_—
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X J root@server: ~

$ sudo certbot certificates
Saving debug log to /var/log/letsencrypt/letsencrypt.log

Found the following certs:
Certificate Name: example.com

Serial Number: 566f046287423566
Key Type: ECDSA
Domains: example.com www.example.com
Expiry Date: 2027-01-08 13:14:22+00:00 (VALID: 89 days)
Certificate Path: /etc/letsencrypt/live/example.com/fullchain.pem
Private Key Path: /etc/letsencrypt/live/example.com/privkey.pem

BExiEiThit | BEISHYEIEBREEAE (AFHT)

EXaSEl 24 certbot certificates EEIEPARIRRER

Certbot REMNTBMEFERES (BEXFMRNE, FEARL 30 XBEH) - HWINGE:

BASH

systemctl list-timers | grep -i certbot

snap REMRBFE snap.certbot.renew.timer , apt REMIF certbot.timer (&F systemd HERELKNZ /
etc/cron.d/certbot ERESR)

D © root@server: ~

$ cat /lib/systemd/system/certbot.timer
[Unit]
Description=Run certbot twice daily

[Timer]

OnCalendar=*-*-* 00,12:00:00
RandomizedDelaySec=43200
Persistent=true

[Install]
WantedBy=timers.target

$ grep -v ""#" /etc/cron.d/certbot

SHELL=/bin/sh

PATH=/usr/local/sbin:/usr/local/bin:/sbin:/bin:/usr/sbin:/usr/bin

0 */12 * * * root test -x /usr/bin/certbot -a \! -d /run/systemd/system && perl -e 'sleep int(rand(43200))' && cer
tbot -q renew --no-random-sleep-on-renew

HLE{ThitH | apt REH Certbot BHHEESMIENES (BEXfF, Debian 13)

HI&SHt 25 apt hik Certbot BFFRISLEAE AT 2540 cron XIERRE
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([ root@server: ~

$ systemctl list-timers | grep -i certbot
Sun 2026-10-11 00:00:00 UTC 9h left Sat 2026-10-10 12:00:03 UTC 2h ago certbot.timer certbot.service
(snap RERZHA snap.certbot. renew.timer)

$ systemctl status certbot.timer

@ certbot.timer - Run certbot twice daily
Loaded: loaded (/lib/systemd/system/certbot.timer; enabled; preset: enabled)
Active: active (waiting)

TRE (RimEEI) KIGAERE systemd, ILEHR systemd FRAIIHRTUEIN; BE active (waiting) BITE &,

TEE | [E 26 systemctllist-timers IIEEHH (LKRiREIERN)

4.9 5 5% FIFNIKE2RIEUR
G A http://fRE9ER , MEIBKE] https:// o
© 21 wEEEENISEA.
© %2278 — K SSLLabs,
° F curl -I http://fRe9i& HIAIR[E] 301 Moved Permanently :

([ root@server: ~

$ curl -I http://example.com
HTTP/1.1 301 Moved Permanently

Server: nginx
Date: Sat, 10 Oct 2026 13:19:35 GMT
Content-Type: text/html

HILETHE | HTTP EEEh 301 BRI HTTPS (SRWIMEESHH)
BLmSHM 27 HTTP 855301 BKiEE HTTPS
[1#4E8 XFHEHEILINIFIR
NTHIRE “BEXWEE , XAEMERELMIL, AENGHFSEE—E Debian 13 LIRS ] LiZ1TH, iE

PBH Let's Encrypt EAFHRRINIR CA 725 Pebble £% (S8 SEEIMIT --server FEME) o REERMR
SHRLEFFEXNTSY, BEATHIRASERFRE—H, RRIEXIFFEAERH Let's Encrypt %,



2855 IRk B: EIEBEIR Wuh SSLIEPREINETEERE (NAR)

58

4% B: EIEER

B IRS|ETEE Linux @R (BT Panel, ENEANRSHREEER) . AR 5~10 9%, 2ERER. U

TREZMMKIBEFEEES XM (docs.bt.cn, 2026-09-30 EHIR) , FRENRAFIEBEESR

- ©
O 57 saEr FasEs.  Av meEe WN. ssLv EMSES v Ml 5 TERE B2 R

AliztE, FIBEE

NE ABEBIF, BRAES EERSES

e s M < s

RESHAR, HENTARSE
© Docker HARARIRBIE,
. X, RASHNE

< R

s < BABF

. < FES
. (-3 . -

< Al

+. —AERAES T aA%E iR FRES , MARKENTRER Al ENRBER, BRRANSEER

HE#HE & E28 ZE@EREMER (bt.cn)

| 5.1 eRiFHIRRIA

€ sEEmRIXARSSR (311 .

© =2EEMITS0. 443 (F32%) . REEWHN R NEBHERAHAE, HWikeo. 443 ERIT.
© =zEzEgEE S, FE HEEE PRESH www HEHE.

O wRiEEFT CON. RERIES 301 BRE, FlEi XA — B MR RRE R SHRITFRES KN,

| 5.2 “SX{FIRE” Hi% Let's Encrypt (R5A)
€ TRIE@R G htips://MEBVIPHO/REND , RENKHBAE) ,
© EhEE Mk, EREIREAMNERES GUHTENN RE)
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@00 hitps://IREVARSS 2R IP:EIRIH O /site

PHPIRE Javalilg NodeIi g HthmE

RIS (FRREFRBEEMEEES)

"0

1| 2R B
RS & &% RER SO ssums e
(1\ www.my-trade- BT x& Jwww/wwwroot/my-trade- N BAiE | it | iRE |
& KA
demo.com 4 % demo 23
blog.my-trade-demo.com ifﬁcp Zﬁ /www/wwwroot/blog KA fg% » E};k% | 43t | 2 | )

K BT REMIERE RE" HRETASRIREED,

&
ol

HRMES

RS

ERIgE TEE, UKFREAE

TEE  E29 FHE: WK, RElREmR RE"

S “hRE” @0, KAEMBYSSL.
% Let's Encrypt /7% (EBo#hRZASOY “REIER" ) -
= RIFIEH.

000 IiiREEMN > SSL

jokg=i i s{&E% [www.my-trade-demo.com]
FERHE MHES  ARIES @ Let's Encrypt/ 2l | IREES @ SEHIHTTPS
VRS
e - EEZAL, EREEEDRITEIARSS, TUSBIELK

- GIEREREI A 0X), BAEHES
B - BIESFAET CON. 301 ERARRANRE, AaSEINELN
S
BRE - B -
E IEBERIBERING, WREER SERSRE /AERE / 2R E / BohEE” FE8.
PHPHRZS
EER
RAAE
MisEE

TRE, UEmREAE

TEE 30 = 5mIEE — SSL— Let's Encrypt = BRIEIEP; ALAR “SBHIHTTPS” FFx

O ErmhEERROREE:
o JEBMIE: Let'sEncrypt (EPFRER) . EEWIRM LiteSSL, BAXEMEERIARERE, IMNIILFHEER
AL ;
o JEBHEE: RSA2048 (RAMRI, BIAHE) ;
o BMERT: I,
o B IBRIEFZF www A L,

© SR, S0,
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000 ifimiLkE - SSL— HiFEH

EiFREEH

PSS @ Let's Encrypt (EFRi#ER) v ]

HENE LiteSSL (REEE A XAEFERILRERE)

IEBEE RSA2048 (REMRYEF, HIAHEE) v

WER @@ XPHRIE O DNSHIE (SH53EER1) |

joEs my-trade-demo.com
www.my-trade-demo.com

TRE, ULRREAE

TEE B3l =t BFEEEMEE

© #E, SSLAELIFEBRME. INEAE. JE, RENBHE. NREBFHS “FF , HE—
T

{RRiZEE]: SSLTIER “RR 8K £H, MILFIRM “SSUER" —FIM “KHE” THIRKE.
NSRRI

RR 151

IRTERI /| TIE R BRIES BRI 80O, EFF T 301/CDN/RAIREE
B RARIT | BRATEEIR 53.1%, % DNS EM/EEHE

A FHNE Z—/\BEIR (Let's Encrypt SRR

EERINE https FTRFF EARR: RERSATTRIT 443 10

| 5.3 FFRE38%I HTTPS

€ TEuE=IRE - SSLTUE, A LAY BHHTTPS %, 7
© BEEEOBA http://fRsoEE , FERBEEEE https.

| EE FSEE HTTPS wiStieZEHkE AN

FEEEHLRR: FREE HTTPS 21, MRIERULEMEM 301 Bkix ((hEpSMNIEL JS Bks%) , TNIAJAEHIRL
TRRBEFZ.

| 5.4 @EFHEH: A DNS IIE

MRMMBRZFHSZ (shop. . m. . blog. ) , AILIFRE—IK *.(friviEE BOBEMHER. BECFHEBREER DNS
IO (EPRREEMECUHREYI DNSIER) ©

G %EI DNSEREE (FMEZ=. Bl DNSPod. Cloudflare &) A BIEE API 5 (AccessKey/SecretKey 3%
APl Token) , BRRERL “DNS RITERE

Q EEAEMSE SSL - FHBREE — DNSIEOIZE — IRMDNSIED, EFRSE, EABH, <HEE,
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000 mEiRAM SSL— HBZEE > DNSIEOIRE

iEpgE @ HEEE
- B

RINDNS#EO

DNSHRSS & fTE = DNS / B8l DNSPod / Cloudflare ... v

AccessKey ERIRSEE A SRR API Z5A ID

Secretkey =~ | s e e e e e e e e e e e e e (RIEEERE, FELRAEAAN)

HWE

TREE, USERRENE

TRE | E32 FE: SSL— B EE > DNSEMIRE — ARMIDNSEDO
© [EEEREE - SSL- Let's Encrypt — BBIES, BIEAHI% DNS IIE, MEENIRNGY DNS 0, SxEsE
(&5BEH) , A
O =m2EmFNEAN TXTER. FRIE. BRI, ZEHEEHAS.,

¢ VL &I TXT igR. EEH

TXT iBR: —ZE5EEEXFH DNS i2R, A% “EBS%H” . BEMFIEE *.example.com : BEFIE—
HFiEHZ (www. « shop. ) , BREIE example.com ZF, HREE a.b.example.com , FrLAERiERTE
BENAERHE .

| 5.5 MIAEEhES

REBEAXERA: RFIERERE 3 A, RABMEE, BIEISHa— AEEEE SSL TEE—REIHRXEK
BEEERF; FRE 10.4 RE—IMNIZIESE, YRR,
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F6E

i%e% C. cPanel EB#1EH (AutoSSL)

BE: FENZEMAEN (EEEWN) , EEW  cPanel MEERN  https://fREiEE:2083  SHENEHERE
BY “cPanel ER" #3) o A 59%

cPanel H— M AutoSSL H9ThEE: BEPAIRKF THUFREEIZHIERE DV iEH (BEXREB Let's Encrypt 5
Sectigo) , HBE@EH. REINBRIAELAR, (RRFBNEM R — %,

6.1 {8 EHIE1T AutoSSL

HF cPanel,

7E Security (R2) XiIF#kZE| SSL/TLS Status (Fihk cPanel FEHRIAER SSL/TLS Certificates Ef—Mx
FT; FEMHFAR “Security hub” 5ERY, 7£ SSL Certificates #7522 Run AutoSSL) . TNEZMEEEEIEH
N “SSL” tgEFHE,

TUE IR A BB FIE IR
= Run AutoSSL, T1IEE/~ “AutoSSLisin progress...” , SERk/EEsIRIHT.

@00® https://{RAIIEHA:2083 (HENERIEN cPanel AO)

cPanel igzTa()

=4 Security
SSHAccess  IPBlocker ~ SSL/TLS @ ModSecurity
SSL/TLS Status

View, upgrade, or renew your domains' SSL certificates.

Include during AutoSSL Exclude from AutoSSL @ Run AutoSSL

(] Domain Certificate Status
O my-trade-demo.com AutoSSL Domain Validated — Expires on Jan 8, 2027
O www.my-trade-demo.com AutoSSL Domain Validated — Expires on Jan 8, 2027
O mail.my-trade-demo.com Unsecured — AutoSSL: DNS does not resolve to this server ——
Y [ FEE, MUSEERENE

~EE 33 cPanel: Security = SSL/TLS Status — Run AutoSSL

e EE5MHEEW Certificate Status: B “AutoSSL Domain Validated” F1ZIEEBEHAEPERTH.

| 6.2 Bi#%EMIZT

- BEEAHEEZ (W0 mail. . cpanel. . webdisk. ) REMRIFFIXEEN, RET “DNSdoes not resolve to
this server” Z*E’Jialaec NRIRFAXLEFIEE, aIEEER Exclude from AutoSSL (HiBR) , FeimE
o

o EIHEF www KK 1 DNS S2FIEmMEHNEFAIRR IP; KMEEHE CAAIEZR (cPanel EAXAYE I HZEE: CAA
ERARFIMLE CA BERIEP) o

* R EI SSL/TLS Status: WREAENEEG XM T XM, EREAIVNEER, Bt “NENKFFTE
AutoSSL” o
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6.3 R8I HTTPS Bk

cPanel &1 — Domains ({##%) — Domains.

HENRMIEIHSZ, 38 Force HTTPS Redirect FFx#J7F (cPanel EAXYY: RAECKREBMILPHEIHZ A EE
) -

MESGEXMNR, BRIVE, HENILRERM . htaccess XHEMBKEFN (WordPress &2 A B
FRESEI)

({13588 AutoSSL H9%EHA
cPanel EAX141AH: AutoSSL IERERNHA 90 X, ZIHAAT (Let's Encrypt iEH£Y 29 KA) =Boh=1A4HA,
BEESHNARSEIRNIET. (RAEEFEE, BNEVIEES 10.4 TTHIIMRIAIE,
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B1E

4% D: Cloudflare (ZHBEBIRSZZIINREHEEM)

EBS: ORIEBEEZ. SERSENE; @ (rEFENHFKESE CDN MEMFHF; @ W& B41%E Cloudflare,
B: 30 OEMRME + FENSEXN (J1OHE) 24 N\

Cloudflare R—xR&£IK CDN (RBHDAWL) A&El, REITXIMEE SSL. #NG, HEKES  Cloudflare,
Cloudflare BEMRAIARSS2E (I “IRuL” , Origin) BXAR. FLLEMEERE: 5% < Cloudflare, Cloudflare « &
o

G E: +1(888)99FLARE @ v

é CLOUDFLARE & @ FRAR AfFE #R A7) \ BR \ -

RIFFINNEFI LAY 2
TER

RINNEHRMEEFNERN. RIMES O NISBEIZR]
LS BRGER ST,

FIFRZEAIEY Free 1HRITHEE, BENFHIBITRILMSE

HE#E &34 Cloudflare ZITRINABTT (cloudflare.com 3 R)

L ER KT BRikiE
Cloudflare REZEITXINNT REBEREALEIREIN HNRIETE@MABINGF, —MEMAKR; WRIFEHREEE
REFRILERE, f/)ERNE,

7.1 1% {EiHEIEN Cloudflare

FTFF https://dash.cloudflare.com/sign-up IS (AATIMFE, FRAESWIE) .

BRE, =R /Add adomain (FHBFRFERZEZY, HAI8EN Onboard a domain) , HIAfREVIRIHZ
(RH# www) , 248,

%% Free (R#E) it¥lo

Cloudflare £ B ARG DNS i2R. EHREM: WILAI AEE /CNAME (@ 1 www ) E1E; HRFEHEX
B MX. TXT (SPF/DKIM) i2R—%&EAREELD, BUBIEBESEAREE, MitieREFF BRIE" ((Besi
E#R) o
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@®0® hitps://dash.cloudflare.com

CLOUDFLARE $BiF 2 IEAN Cloudflare
WP ER @ AR @ my-trade-demo.com g
b=

@ PiEE @ Free (52%) $0 ]
SRAAE

® 1% DNS %3 BEIHEEIR A / CNAME / MX B8, MIGIERFEEF BRE BEeRR)

@ BB ARSS2E (Nameservers)

BfrEE B CEME), 1BIAE DNS ARSI EIR:
xxxx.ns.cloudflare.com
yyyy.ns.cloudflare.com

(EFFEHEINKSAE, UREERAE)

TREE, USERRENE

TEE 35 Cloudflare: ZFmmE®& — &2t — 0% DNS — REVFE N B FRARS 28

e Cloudflare 4R N ZFRARSS 28 (Nameserver) , FZ80 xxxx.ns.cloudflare.com
yyyy.ns.cloudflare.com (BNWSAE, UREETNE) . LEIMEIRLERN NS #TREA (=
REEH) .

| 7.282%: IMEBEMEIEH NS
G ERIFEFHBRMS FIEXR. BN, GoDaddy. Namecheap......) o
© == M DNS BRZS 3 [ 153 DNS / Nameservers i &:

o MELR: HRBITH G — HRBFIK > EE — DNS EIE — {84 DNS;

o BBiflx: EREM - HAVEE > EIE - DNS BRSS 28 — &%

o GoDaddy / Namecheap: Domain — Nameservers — Custom / Change.
© 5= “BENDNS , BERMEHDEILA Cloudflare AHIFD, R7F.
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000 (rIEZIMBEE

1B EHES > my-trade-demo.com > DNS &2 / {&2% DNS RS3 28

ER: FHEEHE > HEYIR > EE - DNS BIE - 5 DNS ; Billa: HEEM > RIS — B - DNS RS — k. HtEME (GoDaddy. Namecheap &) Al
“Nameservers”,

DNS BR%58 @o&mgxu DNS @ B3 DN |

DNS1 @ xxxx.ns.cloudflare.com ]
DNS2 @ yyyy.ns.cloudflare.com ]

HE BEE—RRILDFE 24 /NBTERL, BAKEA 48 /) \BF

TRE, UERREE

TEE B 36 EMEEAEHKDNS RS (BREBERBMARE, ULRRAE)
° [E1F] Cloudflare, = “KMELFRARSEE / Check nameservers” . £3/G, Cloudflare & B @, HZIRE
T/ Active (BR) . BEJLAHELNET, &I 24~48 /B,

) EE BINS B “BE

BUNS ZJ5, HARFRE DNS f#T#H Cloudflare 233, Rk DNS EERNIRERBEN. FTUE 1 H5E 4 T
=73 (57288 MX iER) FREE,

| 7.3 3%: %% SSL/TLS MFHER
Cloudflare B9 /L#INZE (FREREE 73 RUINARINE)

TRISERIED; BEFBRANX. RitE

o =2 syA KhnZ IREYPRSZ

Flexible R;& pUpiETS mnE & Cloudflare | _____ 3 Emx {REVARSZ 22 Erek HTTPS - SIREER

Full 22 RILE M & Cloudflare | ___ME () ____ | fnootgssss | Lo oo REITERT
: . 7 o : FIEBEBEHOES (Let's Encrypt 5%

Full (strict) BILE mES | Cloudflare  __ ME+ENEG 0 REBRSE 0 o comire) _ws

I AL TERE, #&iE Cloudflare EAX#E “Encryption modes”

TEE 37 Cloudflare LANZEXNX ] (FRIEE 7534 Encryption modes)

hE e Cloudflaree i . ..

Cloudflare ik LA
off = Az — ~EH
Flexible (R3&) mnz nE T AETHA RGBT ; TRIAERE

https STLPRBKEE
Full (522) mnz mE, BRRIE - EEIER (BEREMT) TEA
I

Full (strict) (582/ Mm% MMZBRHWIBER ERTEH (Let's Encrypt wE
mi8) Cloudflare JEIE+)

€) = Cloudflare EAIEZRAIAE — 2 SSL/TLS — #HR (Overview) .
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Wuh SSLIEPREINETEERE (NAR)

6 UHTRYIK S #AIAZ Automatic SSL/TLS (B3h) : Cloudflare & RAVRLL, BiARCREIFNRRTEE

1% Full (strict)
BB Full (strict)o

o)

@0® dash.cloudflare.com — 3E#FIHZ — SSL/TLS — #ER

X (BEAXHERAERZEMEER) » MRIMBECIEE, & Custom SSL/TLS (HEX) -
AIRBRIEBEERFERER (T—1) o MRFLHRELEIES, FISKE Full, i

my-trade- SSL/TLS #0% (Encryption mode)

demo.com % 2 Cloudflare 2 EYRIES 32

g Automatic SSL/TLS (1%, BHIKSBN @[ Custom SSL/TLS (B1X) ]I
DNS

O off — Fm#E (F2ik)
O Flexible Ri& — 5% 2] CF %, CFRRIEAMNE; FRISFF 7 3&H) HTTPS BYRFEREIF

ik Overvi . S
& Dverview OFull L — FEEME, EFRLRSES

JDIES Edge

Certificates [ @Full (strict) 322 (FH) — FMEENE BRI RIS — 75

JRARS528 Origin

Server O Strict (SSL-Only Origin Pull) — 22/ HTTPS EIE (k)

—_— IS
TEE

4. CLOUDFLARE 0ocs Directory APl SDKs Changelog

88 SSL/TLS Home / SSL/TLS / Origin server / Encryption modes

Filter sidebar / E t, d
Overview
9 Last updated Apr 16,2026 | (3 Copy as Markdown | &2 View as Markdown
Concepts
Get started

Edge certificates

origin server Cloudflare and your origin server.

Encryption modes
Overview

Off (no encryption) ‘ Visitor }¢7Connection 1~>y‘_ Cloudflare tkConnection 2—-[

Flexible

Full

Full (strict) SSL/TLS ENCRYPTION MODE

Strict (SSL-Only Origin Pull)
Automatic key exchange to origins

SSL/TLS

If possible, Cloudflare strongly recommends using Full or Full (strict)
Recommender

Deprecated
prevent malicious connections to your origin.

Cloudflare origin CA

Authenticated Origin Pulls

(s SSL/TLS protection, refer to Concepts.

Custom Origin Trust Store

HI#HE

| 748 4% BEEETS (Zi%—)

F—: [RGB % Let's Encrypt, %% 4. 5. 6 E1EARSE: /| F5 / cPanel LE47EIA] (Cloudflare KIBIRET
HTTP IIiE—ARtbaE@E) » AR F—LUUGEFA Cloudflare, MILEEHER httpso

BFR=: A Cloudflare JFiE#H (OriginCA) ,» REE. ZRK 15F, R4 “Cloudflare « JFi” X—E&FH,
G SSL/TLS — iEBRs58% (Origin Server) — SIEE+ (Create Certificate) -

Your zone's SSL/TLS Encryption Mode controls how Cloudflare manages two

Origin server

38 Cloudflare: SSL/TLS — #if — SEFRINZER

Q Search ctrl K H 0O

On this page
Overview

Avallable encryption modes

@ Agent setup Automatic SSL/TLS (default)

Custom SSL/TLS

Update your encryption mode

connections: one between your visitors and Cloudflare, and the other between

WAS THIS HELPFUL?

s d3 Yes 0 No

& Edit page

) @ Report issue

-

modes to

For more details on how encryption modes fit into the bigger picture of Cloudflare

B39 Cloudflare E/AX#Y “Encryption modes” BimE (2026-10-10)
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% “fEA Cloudflare £m#A$AFN CSR” , TATAEE! RSA (GRBIMEHEYF) T ECC,
FNBRANEERS mivEE M+« (revins , RISENE
BHERE 15 F (HER) . = el

TUEE MR : BIEBMFAtA. PAIES], =FAN origin.pem F origin.key FNXAEXH, FASAEHF
XA TEEBthERE.

0000

@00 dash.cloudflare.com — #EFHZ — SSL/TLS — JRERSS 288

SSL/TLS > {FARS3 2% (Origin Server) > SIEE+

o

FhEA/CSR @ © 279 Cloudflare “=RALIAA CSR (IAAXM RSA/ECC) |

FNE *.my-trade-demo.com my-trade-demo.com = (2hi\ B & &R E N —iEE )

0 @ 155y ](mv % ~ 15 %)

JB3ES Origin Certificate (PEM) #A%A Private Key B ILTIEREZBAEE!
rrrrr BEGIN CERTIFICATE----- -----BEGIN PRIVATE KEY-----

MIIE... (84MR%F7 origin.pem) MIIE... (E%{&%F7 origin.key)

rrrrr END CERTIFICATE----- -----END PRIVATE KEY-----

TRE, ULRREAE

TEE 40 Cloudflare: SSL/TLS — JRlRSS 28 — QI+

O =smims:
o T MRIRE - SSL— HEnEP (X “HMIEHR" ) , AW (KEY) , GUHIIES (PEM) |,
(3N
o cPanel: Security = SSL/TLS — Install and Manage SSL for your site, ¥aM&iEHFFA;

o Nginx: BFENXHEKREl /etc/ssl/cloudflare/ , BBEFES:

NGINX

server {
listen 443 ssl;
server name example.com www.example.com;

ssl certificate /etc/ssl/cloudflare/origin.pem;
ssl certificate key /etc/ssl/cloudflare/origin.key;
root /var/www/example.com;

FATHERR: listen 443 ssl M0F https #; server name BREVHRZ; ssl certificate IEMEIERXMHE;
ssl certificate key 3EMFATANXH; root TMIEXHHER. M5EETT sudo nginx -t , #BIfF  sudo

systemctl reload nginx o
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| EE RIEBREE “BEE Cloudflare FE” A

FE2RFHASE Cloudflare JRIEP. MRIFEET Cloudflare, SHIBESK DNS BRI “X DNS” (Ra=
%) , IWESEEED| NET::ERR _CERT AUTHORITY INVALID %%, 3E4h, Cloudflare EAXMEER: EFRE
AEIEBRIEIRARER, 158 2ic TR,

| 7.585%: FRE “4AEMER HTTPS”

€ ssL/TLs > in%iE (Edge Certificates) .

6 MM LA “DEIEHR KER B (Active) —XZ Cloudflare RELRLIFFIRAVIES, BuEHR.
e FTFF 442 ER HTTPS (Always Use HTTPS) : Fi& http i518)&8 301 BkZ) https.

© iERTHF BEHTTPS ES (Automatic HTTPS Rewrites) : AEEIEHEE—E5RANS.

@®0®® dash.cloudflare.com = EFIHZ — SSL/TLS — BWEEH

SSL/TLS > ii44iE+ (Edge Certificates)

BEIER EE: Universal GBA) EAHA: my-trade-demo.com, *.my-trade-demo.com KZ: H3 Active

Y4424 HTTPS (Always Use HTTPS) ‘)
18P http:// &R 301 BK&%E https://

HTTP P& fEHE L (HSTS)
BMET, BINLIE HTTPS BEEEEZEFE

RAE TLS Afids
BiYTLS 1.2 ‘)
Bzh HTTPS £E (Automatic HTTPS Rewrites) ()
BEhETIE 2 EECRAY http SHECIR https, FEBIREREEAS

TRE, UERREAE

TEE 41 Cloudflare: SSL/TLS — JA%GEP — 18R (ER HTTPS

) EFE RENMLT: ERR_TOO_MANY_REDIRECTS

IZERE T Flexible, MR (FE “SBFIHTTPS” . Certbot BEhBkE%. WordPress i&8) X1Eil http Bk
%l https: Cloudflare A http [BJR — JRuLR “&E https” — (AR XK — Cloudflare XA http [B&R- - TIRTE
K, iR $EEXEAR Full 5§ Full (strict), Cloudflare EAWEI: FF 7T Always Use HTTPS SRS IEIRIGE
HBkEz

| 7.6 5% B API B (ARARARSE Al EalF)
WMRILFARARD Al BeeABIIATER, HEIE—MURRNE API k2. Cloudflare EEHE LALE - P AZE
¥l (My Profile) — API k4 (APl Tokens) — BIEESH —» BEXSHE, NIRRLA:

- Zone — SSL and Certificates — Edit (RIEEIFH)

- Zone — Zone Settings — Edit (fBEUMZBER. 1BLEER HTTPS)

< Zone = DNS — Read (Ke&ERITIDR)
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KigFFE B - KEXE - REEE” , FKESHERH . BAs APIER (EXE Cloudflare E75 API XX
1) WAHsSmECER SKILL.md , 55 11 EWAGR. ATICHER—EHESH.
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F8E

E&4% F: Windows BRs328 + 1S (win-acme)

iES: Windows Server, WULF IS 582, R “TieRE MEERBMNER. AR 1570,

win-acme & Windows E&ERN%EE ACME TR (FFR) , BEEZNEIE Let's Encrypt iEH. EEPEE 1IS. Bzh
B “IHRIMES” 488, EM: https://www.win-acme.com o

s

/
W| N -AC M E A simple ACMEV2 client for Windows (for use with Let's Encrypt et al.) ( Doz""':;_olm

This is a ACMEV2 client for Windows that aims to be very simple to start with, but powerful enough to grow into almost every scenario.

Avery simple interface to create and install certificates on a local IS server

A more advanced interface for many other use cases, including Apache and Exchange

Automatically creates a scheduled task to renew certificates when needed

Get certificates with wildcards (*.example.com), international names (if# . example.com), OCSP Must Staple extension (optional).
Re-use private keys for DANE, use EC crypto or bring your own CSR

Advanced toolkit for DNS, HTTP and TLS validation: SFTP/FTPS, acme-dns, Azure, Route53, Cloudflare and many more...
Store your certificates where and how you want them: Windows, IIS Central Store, .pem files, .pfx file or KeyVault

Compatible with all popular ACME services, including Let's Encrypt, ZeroSSL, DigiCert, Sectigo, Buypass, Keyon and others...
Completely unattended operation from the command line

Other forms of automation through manipulation of . json files

Write your own Powershell . ps1 scripts to handle installation and validation

Build your own plugins with C#

€] I:\Git\Repos\win-acme\src\main\bin\Release\netcoreapp3. T\wacs.exe

HEHE | B 42 win-acme EMBET (win-acme.com)

| 8.1:8%

€ sEWBEEER nttp://ruEE 7, BYE (Bindings) BT ENE (REHETM www E—F) .
© Windows BB RREMEIIT 80, 443

| 8.2 FHi5iEST
€) EHRSR EANLRITH win-acme BW, % Download, FEXHERM win-
acme.v2.x.x.xxxx.x64.trimmed.zip HIRRZA (BEHHFEKRZEAFFER x64 trimmed hR) -

a REZ—EERBDEINXGFT, BEFAEIN C:\Program Files\win-acme (FRERESEEN THXGFX, TN
LUEEHAES AT RE A EIER) ©

6 A wacs.exe — UEBRBNIETT.
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8.3 IR PIR(E

o IR C:\Program Files\win-acme\wacs.exe

A simple Windows ACMEv2 client (WACS)

Software version 2.x.x (release, trimmed)

Connecting to https://acme-v02.api.letsencrypt.org/...
Please report issues at https://github.com/win-acme/win-acme

N: Create certificate (default settings)
M: Create certificate (full options)

R: Run renewals (0 currently due)

A: Manage renewals (0 total)
(0]
Q

: More options...
: Quit

Please choose from the menu: N

1: Read bindings from IIS
2: Manual input

Please pick the main host, which will be presented as the subject of the certificate
Do you agree with the terms? (y/n*) y

Adding Task Scheduler entry with the following settings ...

TREE (BRI, UKRRREAE) FEXFEE win-acme B777553 MainMenu.cs / 1IS #af; HadsS 5epialit USERR A,
TEE | B 43 win-acme ERBE50IERE (REXFNEEA RN, KRinEEUEIN)

G FHEBEHWE, BWAN (Create certificate (default settings), BRINEESIRIER) , EE,

a 1%64% Read bindings from IS (M IS IEZEYSEE) , ABRRTERMHNLL, EEEEENEE (—kRe
), EEEEE.

F—REAILRIMARFE. FEE Let's Encrypt lRSER G yv) o
° win-acme BB HTTP I83F — TEFEP — ZA Windows IFEH7EiE — BEhFRNM/EER 1S B9 https 47E.
6 RETE6IE— Windows itXIf£55 (Task Scheduler) , 8 RNEHERTENBEHA,

8.4 B3Ik
€ nsisiA https://meEE , RE 2.1 WREIES,
@ =RE(T wacs.exe , 3% A: Manage renewals, SEEZIRIZAHILEEAHI.
© I “ESHUEF , WINE win-acme WS

0 HTTP — HTTPS Bki%: 1IS EE R “URL ES (URL Rewrite) ” HEIRETRMBEEHNI, 344 Mibf2Reab
2, NERAT Cloudflare, EHiEFF Always Use HTTPS,

(1) 5EA RIESEANIGIERIERSY

AERBXFHKIE win-acme EAXESIRDZN; BT AEEIKIEIFRRE Linux, K7 Windows Server £
KRR TEE, FEFEINRASHFREkE S KRR,
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$HOEE BREX E: SaaS UL E (Shopify / Wix / WordPress.com &) Wik SSLIERREEETLeIER (NER)

$FoE
B&%% E. SaaS EifTa (Shopify [ Wix /
WordPress.com &)

YFER: KZ# SaaS BUGTFEHEBD. RERM SSLIER, MAFEHBRNIZSEINGE,

EABE (2026-10 #%33) EMES
Shopify Bzh8 myshopify.com. #E Shopify EAIRE URIEZNE= FAE —IRE (Settings) —
FEREERGEEIED;, F=HEBTERETERS 48/ %% (Domains)
Wix P FIEERERY B E SR E BRIAB A HTTPS fl % BRIEH HEREREEDER
WordPress.com FREERIS B FI0R Btz SSL, H BB https TEIKE
EMIMR SaasS —fRth BEpiRif, BAiEERE—&RE EETAHEHFOREER

(Shopline. EEF)

| 9.1 HB—H “FRI2/Pending” B4

€ mTom SEEEE W, —FREMEN ONSER (BERE—F AZR+ —% www B CNAME) .
© MEREEIEREL A JZRA AMAIER (—MIERBHEARA M, FARIERT) .

© nREEL CAMER, WIASAKFTF AN,

O =524~48/0, PRTHRERFAER, HILE 2 SHATLERUE,

) EE SaaS FELRE “HilH MRS

YORMIETE Shopify/Wix XEF& £, BAREWE “FiRRE SSL” , BEXAUHERFTLENNE—IEH
HR¥ahi, F=HHERFEITEARSR.
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FifzE: X6 HE—EEM

10.1 38%I HTTP Bk3EZ HTTPS
BH: REIBERA http:// BEa7IHEEE, #MENE https, HEIFIEERS|IZE “WitiRE https 77 (FH 301 %k
ABkEE) o

2453 ELF

A Certbot --nginx / --apache BRINEBpHMN; FahECER Nginx IS return 301 https://
$host$request uri;

B=Ef b HIGE — SSL — SRHIHTTPS

C cPanel Domains — Domains — Force HTTPS Redirect

D SSL/TLS = JASAEH — I8AMER HTTPS (RISFEBESIL)
Cloudflare

E SaaS & BRI IE

FIIS URL Rewrite #I0, 34324572/% / Cloudflare

Nginx Feh 5% (REMEER Certbot BRIEENAFE)

NGINX

server {
listen 80;

server _name example.com www.example.com;
return 301 https://$host$request uri;

FITHRRE . YA0R 80 i (http) ; FLEZMRAVIER; 3BiERIL 301 KA BKIEZIE—HLEAY https kigds ( $host BIFE
BRI E, $request uri BREEMRENSEH) .

g st #EfR: HSTS ERISEFF
HSTS (HTTP F#&fefake) RILNKSRE—REEA “HiA https” « ERR2, E—BEiEHHR-, HEE
“deifsin)” FHIERRR. EINEU https REETT/LARBZEAR, HMBRENEBHAFE.

10.2 128 “RERT"
RANE: MEASE https, BREMWEN. WA, #. WHERA http:// HANH. NSREEREHHA
RRLEFR, FENER AR . NEHREEL. WERBEN.
B4k
G Chrome $THMTT, #& F12 (Mac: Option + Command + I ) ¥THFAEZEIE, = Console (F§I&) .
@ =275 Mixed Content FHMESAIBRT, TREHEWA http:// ik,
© tAUERMR AR > EEMIURMAE, Ctrl + F 25 http://,
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Ealg:
< WL AIRE RN “Mubibit” PXAL httpse WordPress: i&E& — B — “WordPress #ifit” 1 “Uhsithiit”
#ELA https:// o
- IBXE. FRIFBEESEN http://reEE/ ... BRMHHEEEIEA https:// (WordPress 5] FEIEEFE
REMERY, BRENASHEIEE) .
- B=HER (EEFR. #E. FiHK538) AT https ks,
+ F Cloudflare 89, #TH “B& HTTPSEE (Automatic HTTPS Rewrites) ” o

\

| 10.3 HIAEFEEEBNE

iz:457 wESGE IERBEF

A Certbot sudo certbot renew --dry-run Congratulations, all simulated renewals succeeded

A Certbot systemctl list-timers | grep -i BEEZE| certbot.timer EX snap.certbot.renew.timer &
certbot TRIBTTEE]

B Fi& UhRIgE — SSL ETEDEZEAR. BARMER

C cPanel SSL/TLS Status R A AutoSSL Domain Validated, ZIHAFISBohER

D SSL/TLS — 438 HEIEFIRTS Active (Cloudflare BEh4E) ; JRIEHIZ FEIHAR

Cloudflare

Fwin-acme  wacs.exe — A:Managerenewals; 55  BLHETRIFITRIES

IR

¢ WIEE SHAGRTIR I EE RIS

Certbot B --nginx / --apache 1&HEHAIE=BHEMMBEMIINRG. NRIFANZE certonly --webroot
A, FEESHEESR, AILUE /etc/letsencrypt/renewal-hooks/deploy/ BRBE—MHIZA, AEHN
systemctl reload nginx , #H chmod +x ILEAHIT.

| 10.48BFHRIEA%E GERIEIN
Let's Encrypt BEIE A X ZIERIRERARM (2025-06-04#2) , FAUEBHDIR— “W” :

G Red Sift Certificates Lite (R Hardenize) : Let's Encrypt EAEENEBERAR, RERIERS 250 KiIiEP,
SRR R MBAHIREE, FERE AR EHREEM.

Q Mus T At iEiRSS . TN UORSHNEERERMLS “SSLIEPRHARE" , BIEMEBRIELERE, UERE
FERREANE (BIERRZE—ZR) -

© =msmwmthE EFNERE, WEBIMHAEN 20 Xig— MR, RENES “REMSIBRTEL
S .

| 10.5 E$f Google Search Console FlikSHE

G FTH https://search.google.com/search-console , EREIEMILH Google S,
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© #EFM R (Domain) ” HKER (RN https BYIHE, FI DNS TXT ZRBIE) —CRNER
http/https FIFIE FiE. BZHIRAMT http:// By “WUFILK” FR, IBERM— https:// FXH
LIS R TR

7T ih B (Sitemaps) PR https kigZ<fY sitemap ik, B0 https://www. {REEE /sitemap. xml o
HaIAMIEFEF A RRRY sitemap. canonical (RISERIE) 7%, AEHELZR https.

QY (http — https) « FHURRES, #F 301 BRLENE], RREMER “Eogtit” TR (ZTEATER
=R) .

@@®® scarch.google.com/search-console

Google Search Console > FRINZEE

@ 3% (Domain) PILLETSR (URL prefix)
I http/https &FREFi5#&, % DNS IIE

Ri%%iﬁgﬁ’ﬂwiﬂ%iﬂﬂt@ https://www.my-trade-demo.com/ ]

my-trade-demo.com

i ] (Sitemaps) — ARAINFTAYIA R thE - @ https://www.my-trade-demo.com/sitemap.xml

TRE, USERRENE

TEE 44  Google Search Console: FRNNMIHZRHIRER https ik S tE]

| 10.6 BE#—% SSL Labs
¥E 22540, BAFAD A+, ERINDTSAIE:
“Chainissues / Incomplete” GEPHEARTE) : Nginx EA fullchain.pem MARRE cert.pem ; Fi&/
cPanel MiMGIEBRNEG EFENE,.
« ZHEFIAMMY TLS 1.0/1.1: 7E Nginx EEEE R1RE ssl protocols TLSv1.2 TLSv1.3; (Certbot BHH

options-ssl-nginx.conf BERAEIEE) .

R T EBAREE—SZFERATEERIEFNERILERERE T Cloudflare JRIEH,
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F11=E

ILfREYE RESFEIRERE

NAERZAZA Al Btk (BEXNE. AT REERERRIARS S LIT1THh< Al BIF) o KEmBMIRER “—
RETMEREE 2. =—T, MEBERSAENLANET TR, MULMOVEEEE, ES—PTRIR. HR
i, BEEEMRENEERRITHS.

e ILIREY Al EREFEEIREDE
ATENED, BAXN BERE+ RSN —RIEEH), RISATTRAN A SEARE, TEE <(RHEE> KM
ChiEE, REIREH, BRRAEEE.

B —RETILEEE [ ¥ T SKILL.md ] [ Markdown & ] RTAES: @ sy O English

> EEREEFINRTIE

EFNRABTREBXFNHE, TEEEAKSES; SrEERAFBIRAERITHRER.

HE#@ E45 WL “—REFLERE A (TE Chrome REFHERIMIK)

11.1E4H8 %)

EXETN L —EEHAEERE. FRTAHEM “BEFH” 185, BABEEH THA, 5 “CEEBEEFNRTR
i7" .

FTFRERM Al BielE, HIE— 1 E, 3% ctrl + V. (Mac: Command + V) #ilk,

RRIEER <friiER> AREIER, &i%.

BEetkLiRfReE (MIGEWME., WSEFEFE--- ), REMRIMINEEIE; RAEEOFR “FNEE” ,
E2BIREALT,

SUTEMIERTAE GEHH. XNECE. X DNS. X Cloudflare i8E) B, EELEIRIFEMH 4. ELBHE,
RN “EE” FEM. REESLF—KEa4ER: IFBREEEH. B8R, BIRAZE. (IEEEMNSE,

¢ s BEETTEHRSHEREFEES

SNRIREVE REMAREEEIARSS 3% (BIMNHLRIRAIRIZENTF) , ERIMERBMITRENSRZNS; E@ix
B A MEEFR “SHMEa<. MESIME. MiZERF4” , MREHFHERH (RiE8RMER) kOHL
Bo RAARERILITHE SKILL.md (—MAIRER “KEEXMH” ) , 1L32#Hr Agent Skill VS BEAIZITETRIZ
TfFe
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Fig SSLIEHSRBRAETLIERE (DER)

@ ILIREY Al BHEGEBIRAE
ATEART, 1BAXE BRI + RN —RETHI, AR A SHERIR], TIHIE <tRoisl&> B A
BeoiE, FEBEHE. BRRAEREE.

B —RERATEEEE [ ¥ F# SKILLmd ][ Markdown k& } #REmES: @ sz O English

> ERFESHIIRT

EFMANBRRIFIRNA, FRESEAKSES; DRESRSENBEEERIROFEE.

W EEH)! ERRAIRIEHERIE

HE#E E46 [EDEERERSBEHN BES 25 Bk Chrome MiX#E)

| 112 =225 (—EES)

) EE X6 %K, BRtENrNEET

1. E5. oA, API SHFERIHER, FRWAN, BCERSBXGHERBNERRN. F—XK7,
FRIUZEEED [ HEHS .

2. (EEICKEHEBEKRMIA. Bredy “REHRIT -~ KN, HEREBLOE “U#E” ., FFERE “R—PaKft
4? HETEAmE? 7

3. &R&NEN. WILNCENTEE GErECEEREZEFRERIRE) .

4. Cloudflare APl H4E “B/VXFR. B—iA. FIHANE" , A5EHE.

5. FERNEEER (MEMA) HBNEWE “SRMPEH . RBIHTLBA (F135) .

6. L EESRBISIFREIRSZE, HECRE—MDE%E

| 11.3 4MIEEIRR: X MEAEAM
FIEmMIH T — 1B “BEAME AEE (XX agent/ )

X {EM

ssl-deploy-skill/SKILL.md AIREER Agent Skill: 153 — Fiite — FERL&EFZE — Cloudflare API BEhfl — IRIE — 48
i — EIR, UAkZEHN

agent-prompt.md hEXEEERRE, MERHERNAE
(B .zh.txt / .en.txt)

agent-copy-button.html WA A4S JS/CSS, THE=5#i;, 2#F navigator.clipboard # textarea SR
“BEH #r. BAESE. T SKILL.md

site/llms.txt . site/ HEREHEAO: llms.itxt £B. schema.org HowTo £5#{b#kiE
howto.jsonld
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X% FA
README . md MR XERMAER: —D Markdown IABRETIE + —EREBRe(A R + —M&H

PR BTk Chrome 154 Fillix: EFIFIBEUARNXFSRTAXAGZEF—H (R W) , IFHTTPS WA T
BEERTANEHKL, “BER RRERLMR.
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B128E WEHER

$128

WEHIER

Wik SSLIERREEBTEERE (NEMR)

RN E

10

11

12

13

14

Certbot / EIBIRTRIIELK
¥, & Timeout /
connection

ISIERI, & connection

refused

IOIERMY, & NXDOMAIN /
DNS problem

IOERTY
unauthorized / 404 /
R[E] T HIRIREE A

FRIEIE/R CAA record R
RIF

too many
certificates /
too many failed

authorizations

%
ERR_TOO MANY_REDIRECTS
(EEEREIS)

Cloudflare &75 Error 526
(Invalid SSL certificate)

Cloudflare £7% Error 525
(SSL handshake
failed) /521

NET: :ERR_CERT COMMON_N
AME_INVALID (ZBH#R
)

NET::ERR CERT DATE_INV
ALID (BERTER)

NET: :ERR_CERT_AUTHORIT
Y INVALID

AR https, BT
RRe” [BRERTE
AR

FHUTAASRTIEBARA
&, BRESR

80 IR o R HRRAR AT

DU RIB TENR B0 80

1S EITEL DNS R ERK

A S AAAA iBFIEMIHARS 28 ; (HERS/
BREEFIMI=E T /.well-known/acme-
challenge/ ; CDN 7%

CAAIBRAK B letsencrypt.org

fii & Let's Encrypt 3SR

Cloudflare A Flexible, i< 3&H!
https; HZEE B

Full (strict) 2 FRISEBIRSTH/
B

JRUY 443 RFF B SSL / JRIL S A= &
7 Cloudflare

IERREEYaIpRAES (DT
www) ; FAREIT SN IERATIER

IEREEH; BREHE BT EHEIR

BEZIUEH. MIRIE+H; Cloudflare J&
EPWEZISRN REBEFREET
CF)

N=P-N oI
BERA

IERHEARTE (RETHRIES, &F
HRiERET)

—49 —

% 3.2 HREI)EKIT 80, BFVUREIHR
http://8& Wik

sudo systemctl start nginx (¢ apache2/
httpd) ; EEEFzN Nginx

% 3.1, 3.371; Hdns.google HIAGHBHIE

BRI AAAA B ; IIRETXF 301/CDN; HZEM
IHRERESIER

DNS B30 0 issue "letsencrypt.org" Y
CAA IZR M= IHAY

F1F (KMEHIY 1 /8, EESKREH 7 XA
BHME) ; HERAA --dry-run

Cloudflare 2 Full / Full (strict); R{RZ—4abBk
3

FBIREEROER (Let's Encrypt SURIES)
SEBYELA Full

JRULECE 443; BT Cloudflare IP; HZEMTIER
HIRTS

EMRIENEREZ M www ZIN L, FREBEL
BMERRRERE

I7EN4EHA (Certbot: sudo certbot renew ;
Fi&/cPanel: Z#HIE/Run AutoSSL) , BE
BT ARH

#ERY Let's Encrypt JiEH; DNSiERMEBER

LS

%1027

Nginx A fullchain.pem ; ERFEIEIIEETE
EEFH$E; SSL Labs Z& Chain issues



B128E WEHER

Wik SSLIERREEBTEERE (NEMR)

15 EHEIEEZ B4

16 HPEAFIRSEE, HRER
“PIERER" fRREEIE
—BXNK

17 BM5ENginx BLEEMik £

18 SaaSFHIEH—EH
Pending

ERMESSRITIT; £2HART 80 ik
X; E3FF 7T CDN/301; BudMmifRE

HERICP &R (JREHRT B
AER) , hiERE SRk

FCEIEEHIR

DNSiERAXf. |IHIiERAHR. CAABRH

fRIiE

sudo certbot renew --dry-run BIRIE; F
BEESEHTE, R 1-41THE

TEREER/BASE,; REMTEIEIMRSES
(8347

sudo nginx -t EEHIRT;, AEMNE:
sudo cp -a /root/nginx-backup-BHi/. /
etc/nginx/ f& sudo systemctl reload

nginx

%917
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$138E

BRinE (FAQ)

Ql: SREFEIEHHM 2500 THY “ERRIER" BIRBHAKF?

MEZREEBEXG. FIEAFZEENIEBANIREERN TLS MUAMEEE; MEERIA “BR/ TR . EPiRE
BT ttan=3x

DV/OV/EV =FiE$: mETZEE—¥, XAIRE “S&x7H4”

DV iF &L RIEBRIRIZHIX M %% (Let'sEncryptZ) ~J1 2B

JiE & Bt
7N oA h—gon) S h z= = = = ST N LA *EH
%V PR+ RSLATESEE BESEHEERTT R DV, BRFEHFEAEBIATR (FIRES TLS Hhin 58
3 %)
EV i BRK + FEAEHI Al R BESEHT TR [E DV (2019 FiRERNRBABEREB LT B M
E Bz HkA2)

FIERmBLTRE; MEATHIARKE, EsE
~EE B 47 DV/OV/EVXLh

+ DV (IRIIE) : RIEIRIEHIXMER. RIBIEFHEZ DVo

© OV (AARIE) : FIMLISERRESLEFE, ERESTAERRR, BnFERMIERFEFERFE,

« EV WREIE) : HEREME, IENRBRSETHUERREEATHE, B Chrome FEN KR 2019 FiEE
BCHZXMET, I7E EV 7EMAE=AY4FFF0 DV —#%,

- MELERE “SRPER" XNMATE, EREHR X

Q2: AR+ ABR(EIFE(TEREY OV/EV IEFH?
- BR. G1FIRIT. BEXASREMETBERERIIBEEQFES;
- REEZRZRS. ANRERRATPRFEFENILRE/MRIEPRE (FHEHXEHIRE] Let's Encrypt BiR
EBE, SBoERREFERRAAE) ;
- MRBEBIEBHWTRHIA TR AR HF RO FR;
TEEREDUTIA. FERKERING R — BTN ETEFREIEBREXEAERE (2026 FitmK
200K, 2029 FRE 47 K) , MBRIEBHBRIMEFR,

MNEBINRBRIE, IBRUE. IR, %2k DVIERR2E%.

Q3: ftaZBEFIER? HFENG?

* example.com AILAEEE www.example.com . shop.example.com ZHFE—HRFIEHZ, EFEZ example.com
T, HREXE a.b.example.com . Let's Encrypt RZEZHFHEECRT, B4 DNS I8IE (RIE5E 5.4 15, Certbot
=2 DNS #@fF; Cloudflare MEIEBRINEE R *.HB ) . FERAZH, ERESNFEHIMEHE—KIERE
fEi &,
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Q4: —iKiEBeeEE S MHERG?

AL, Certbot EZ4 -d ; FREEEZMERZ; cPanel AutoSSL BB EIKF TR RE, Let's Encrypt —KiEH&
ZuEE 100 MIAB. FERIEZ (%0 brand-a.com F brand-b.com ) AILIKE—KIEBE, BE—REIY
FIMIEEA—K, ERFM,

Q5: IEFHEIFE, Mit&EEE?

JLFREBEARE, T TLS 1.3 (EFRIR, MHE https A8 HTTP/2. HTTP/3 EFEIRMIIML,

Q6: MARSSEE | MBILAR), IEHEAN?

EMIRSS 8 BB (. /L) , FRE TBIES o t1IR DNS FISCIEMARSS 2B DEEITMIE, DNS
R BB,

Q7: HEEIDIEBIAALLBIEATG?

REFRE, MASTMIEN “RNT" . ERMERILIERS S L EZEE, LAMNERIIERABTBIRSS.

Q8: FAt4HE Chrome BEH/NILT?

Chrome M 117 hRECiEMIEA=ZAVNBHRET “BT Bix, ®r “TEENGEEINE , IFRARFRE. HEEWN
TRezAHEYH “T&e” FHEIHIBIAEE S,

Q9: Let's Encrypt Bfta¥k, aJFENE?

HIFEFIAL ISRG (EBNMREHRF/NA) iz8, B 2015 FEEXIEH, EMHERET 7 121 Miki2HEe2kiE
B, FFEERNEENRERFHEEE,
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Wik SSLIERREEBTEERE (NEMR)

—DUEER (EIETED)

TR Bita

O®BR  RE03T 6 EH

%

@WE B, WO, CAA. &
=

@ BZE  Linux+ Certbot

A

OHE FH

B

@ ZE  cPanel

C

@ EE  Cloudflare

D

@ EE  SaasS

E

@EE IS

F

@Bk http — https
®384& Fl2—Console®&
AR Mixed Content
(OF:2: -

@ M5 ZIHAIRER

W 2|
©SEO  Search Console

|\ EE =aigidlE

Xigar e | R

NS & cloudflare » D; B=#& — B; cPanel—C; lIS—

F; SaaS—E; HR A

dns.google & A/AAAA/CAA; FHUREFTFF
http://#E&

sudo snap install --classic certbot — sudo
certbot --nginx -d HFE -d www.iFHB

Wi — U — SSL — Let's Encrypt — ERIEIEH — 324
HTTPS

Security = SSL/TLS Status — Run AutoSSL; Domains
— Force HTTPS Redirect

2% NS — SSL/TLS #EiR Full (strict) — B44E Always
Use HTTPS

EEEE, FHEMSE

i

IERIE{T wacs.exe — N — Read bindings from IIS

D15 10.1 F55RAE

WuGHIHEEL https; & http §EE

sudo certbot renew --dry-run

Red Sift Certificates Lite / HFF1ZHEE
ssllabs.com/ssltest; EEfX+FH; & /AH www

AMMIRETR, B3 https sitemap

IEPRREN; BMESHCIRIA; ZRMMATLEAA (BFA) .

FEIIRE

MEEW—=
TIEETE
Congratulations! ...
enabled HTTPS
BETRFIRLY 89K
AutoSSL Domain

Validated

BEGIEB Active

BEETRSSLEER

1S HIX https 487

curl -I http://8H& R

[5] 301

=& Mixed Content

all simulated renewals
succeeded

&l pN:SES
A/ A+

IERMEPRTS “RTh”
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Bt R

SEZAH. BRHASKILERD

A.

® 600 O 000 O 00

06060 6 6 06 0

o

SEEE (39F 2026-10-10 ifinizd)

Certbot EAREHEA (Nginx /snap) : https://certbot.eff.org/instructions?ws=nginx&os=snap

Let's Encrypt: IEBEMEAZEIEE 45 KAE (2025-12-02) : https://letsencrypt.org/2025/12/02/from-90-
to-45

Let's Encrypt: EIHBIREZEBFARSZELE®R (2025-06-26) : https://letsencrypt.org/2025/06/26/expiration-
notification-service-has-ended.html

Let's Encrypt $Z[R#: https://letsencrypt.org/docs/rate-limits/
Let's Encrypt 3&3EA TN (HTTP-01/DNS-01) : https://letsencrypt.org/docs/challenge-types/

CA/Browser Forum ;RiY SC-081v3 (EBHEHABTEIR) : https://cabforum.org/2025/04/11/ballot-
sc081v3-introduce-schedule-of-reducing-validity-and-data-reuse-periods/

Google Z£1#E (HTTPS by default) (Chrome 154 BUAFFE “BERERARESERE" ) | https://
security.googleblog.com/2025/10/https-by-default.html

Cloudflare IZH&E: https://developers.cloudflare.com/ssl/origin-configuration/ssl-modes/
Cloudflare Origin CA: https://developers.cloudflare.com/ssl/origin-configuration/origin-ca/

Cloudflare Always Use HTTPS: https://developers.cloudflare.com/ssl/edge-certificates/additional-
options/always-use-https/

Cloudflare API: #R3EXIFIRE https://developers.cloudflare.com/api/resources/zones/subresources/
settings/methods/edit/ ; €3 Origin CAIET https://developers.cloudflare.com/api/resources/
origin_ca_certificates/methods/create/ ; IRIESHE https://developers.cloudflare.com/api/resources/user/
subresources/tokens/methods/verify/
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